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Internet has gradually become a part of people's daily work and life along with 
its fast development. While the network brings unprecedented opportunity to the 
information of human society, people are also facing increasingly serious network 
safety problem. Network intrusion detection technique is an important component of 
network security. At present, how to manage network effectively is becoming more 
and more important.  
The dissertation reviews the domestic and international research trend about 
network intrusion detection system firstly. Then based on the analysis of NIDS 
(Network Intrusion Detection System), this dissertation introduces a solution to the 
small and medium enterprises. It discusses the intrusion analysis method including 
pattern match and protocol analysis technology used in the NIDS. These two methods 
are compared. The protocol analysis used in intrusion detection system can make it 
more accurate and more efficient. So the dissertation puts forward the idea that pattern 
matching combines with the technology of protocol analysis and debates the 
implementation in detail. 
The dissertation includes three important parts as follows. At First, the total 
architecture of system is designed. The dissertation brings forward the implement 
scheme and introduces the systematic design and realization. Secondly, the system 
mainly includes four modules: (1) It mainly introduces the measures of complete 
packet capture by the libpcap library. Based on technology of network packet capture 
module and filter, some improvement suggestions are proposed. (2) The dissertation 
analyzes key technology about intrusions detection. According to TCP/IP, the 
protocols are discussed in detail such as IP, TCP and so on. On the basis of protocol 
analyses detect method, the decoder of protocol data, IP fragments reassembling and 
TCP stream data reassembling are discussed. (3) Based on the technology of pattern 
matching, its realization and preprocessing are introduced. (4) As to application 















respond strategy. Finally, the dissertation sums up the current problems and future 
work prospects. 
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1980年4月，James P. Anderson为美国空军做了一份题为《Computer Security 
Threat Monitoring and Surveillance》（计算机安全威胁监控与监视）的技术报告，
第一次详细阐述了入侵检测的概念。 
1990 年是入侵检测系统发展史上的一个分水岭。这一年，加州大学戴维斯
分校的 L. T. Heberlein 等人开发出了 NSM（Network Security Monitor）。该系统
第一次直接将网络流作为审计数据来源，因而可以在不将审计数据转换成统一
格式的情况下监控异种主机。从此之后，入侵检测系统发展史翻开了新的一
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